“Understanding the adversary
mindset is an important element in designing and
developing effective protective strategies.”

—amit Yoran, Former Director of the National Cyber
Security Division, Department of Homeland Security

Google
Hacking

FOR PENETRATION TESTERS

Explore the Dark Side of Googling

» Morph Google from "Directory Assistance Please” into a Rig Mounted
Pneumnatic Rock Drill

» See How Bad Guys Use Portscans, CGI Scans, and Web Server
Fingerprinting to Stroll in the Back Door of Your Enterprise

» Slam the Door on Malicious Google Hacks That Expose Your
Organization's Information Caches, Firewalls, IDS Logs,
and Password Databases
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Web-based discussion forums
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mailing list: list of users which receive letters on a particular subject from a mailing list manager

mailing list manager: program whose function is to receive messages and distribute them to the
users that are on a mailing list

mailing: large batch of mail sent at one time by a single sender

o,1,> mailing list manager 5l |, wsuld aol aS wowl Ulu)lS 5l sviwypd (svbwy o ,pd = mailing list
0l osliu,8 aS (S1581 Sl a0l 5l csviunsd AiiSio L, (waie £9050

mailing ,> aS cowl il @ sl ,Lal 9 lpoly idl,s LilS aS sulaol,s = mailing list manager
Suowslist

i Jlul osiiw,d S bwei HLSy @S suld Juoul 51 sS,50 “aiws :mailing
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Usenet : network which provides discussion groups through the Internet
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SafeSearch Filtering Google's SafeSearch blocks web pages containing explicit sexual

content from appearing in search results.

I Use strict filtering (Filter both explicit text and explicit images)

® Use moderate filtering (Filter explicit images only - default behavior)
" Do not filter my search results.

MNumber of Results Google's default (10 results) provides the fastest results.
Display =10 [4] results per page.

Results Window [ Open search results in a new browser window.
4 N

Save your preferences when finished and return to search. Save Preferences
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GO U‘Sle Language Tools About Google

Search Specific Languages or Countries

Jearch pages written in: | any language ! :]
Search pages located in: = any country 4
Search for

"
Gouygle Search |

Tip: If you typically search only pages in a specific language or languages, you can save tnis
as your default search behavior on the Prefereices page.
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http://

from' German to English e ] -;_Trans!ale \

a g™ D J{G A2 &:\j‘ 44.0.7-}3' &\j (ub) u\a:.v‘) L;LA‘\.Z.L}'? ‘Q{,‘J{ oj)&.c
035 @?M‘e&z oy g |y gt e Taomdes “dax 5 slOL) Ol S S
Slabss “amine j3 Ld o Gl S5 Ol ls s cdax 5 slgl; Ol Lol

les ST oo Sl odd 0313 OLE V-V IS 3 o

dmio 53 4 G5 5 les S ot eSS OL5 4 1) Ll 05 ST s 0L &
QQ)QW‘M:’-JS%;B&\L;:-Jf)f‘@\&ﬂ!}oﬁwﬂéw@%ﬁ

Tals dal g bt |y eSSl s OB e

03, go> from (sugisS Sgin L5 =S Wigas |) 9xiw> sazui sAxan sdo>yi Sbol; wlkol JS6S - 31

Ol @ o0 |y azt axbws sy « 05,5 oy | Ol JS6S aS aiwd wsudlao Soziw> 5 lauis 31 - 32

psio bowgi Cowl (88 (1S Ay Vb 300 UL @ |y Ol Llgie JS6S aS wl i Mio S,50
S Aoy oSl Mio 0L, 5,00 0L @ | ol JS6S
YA

Ram n. samad@ ahoo. com



R PRI T Jﬁi)st}ff‘wj‘_;@lgsﬁywﬂé

KR aan sislaghy V-0 IS

English to German
English to Spanish
English to French
English to Italian
English to Portuguese
¥ German to English
German to French
Spanish to English
French to English
French to German
Italian to English
Portuguese to English
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German - English to Spanish - English to French - English to Italian - English to Portuguese English
to Japanese BETA - English to Korean BETA - English to Chinese (Simplified) BETA - German to
English - German to French - Spanish to English - French to English - French to German - Italian to
English - Portuguese to English - Japanese to English BETA - Korean to English BETA - Chinese
(Simplified) to English BETA
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camel case / S i b sildgS Bg,>) (wdlwg,Silo Sa a0l JolS sleusl,) MSDN Library g>,0 - **
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Camel case

The first letter of an identifier is lowercase and the first letter of each subsequent concatenated
word is capitalized. For example:

backColor
Pascal case

The first letter in the identifier and the first letter of each subsequent concatenated word are
capitalized. You can use Pascal case for identifiers of three or more characters. For example:

BackColor

Bo,> gy |, il dined JSoS (103, Gl @ieS> |, 9> 9w wlalS L alS aSil 5l Llaid,m -

1, by 2ol (nSod "TEHRAN" ¢ "tehran” o "Tehran" slag> o o Jlio Sly -3 ,Seno sk 55 SosS
ls,S0 5L

&uo Slass :source code - *

source language that a program is written in, computer program before is compiled.
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Sl a5 (S5 56 m p Sled b (U3l dlge Cdle (O ol S
SBO g0 05 o b Jbalsy 2y, g5 ool s oals Shla co)l
31855 Gt ) Sk S e 53 355 g0 skal Aol 0 Liliseo
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wildcard character A character that represents one or more unknown characters. In many
operating systems, a question mark (?) represents a single unknown character in a filename or
filename extension, and an asterisk (*) represents any number of unknown characters.

wildcard character A wildcard character is a special character that represents one or more other
characters. The most commonly used wildcard characters are the asterisk (*), which typically
represents zero or more characters in a string of characters, and the questionmark (?), which
typically represents any one character. For example, in searching: run* would mean "any word that
starts with 'run’ and has any kind of ending." If you entered "run*" at a search engine that offered a
wildcard character capability, you would get results for run, runs, running, runner, runners - in
short, any possible word that might begin with the three letters. Wildcard characters are used in
regular expressions (a form of programming in which input data is modified based on specified
patterns) and in searching through file directories for similar file names (for example, if all the work
files on a project start with the characters "P5," you could easily locate all the project files by simply
searching for "P5*").

*.txt Mo Al oo SIS 51 Sl acgomo oaids wliv aS (suld SIS

AlS S alixo Sl @90 Wlsi o Seim gige S il ol Slise 4 «subiaiy, istemming - ¥
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Al (i (58309 ol Shls Seziws Slagise aod 53,8
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"three * * mice" -> Three very tough mice

oO,liw B> 95 Sl aolS 95 wowl oauw oslaiwl o)licw wwole g5 5l Ug> Sgsw dadliw aS gb Uled

owl 0aui guse
JS6S 53 ,S1 Mo ¢ AiS (swod osulaiiiay | wildcard osulpis @ JSsS - ¥
moon*
13050505 5155 b 2wl gl caiSiso g aS | S3)lge 9 S s gz |, moon Lpis JSeS 1S gzt |,
moons, moonlight, moonshot, etc
531 Mo (AiSao o5\ buiuiay | full-word wildcard JSoS Jg
"three * mice"
1680 o ) 5)leo ol Jgsg‘ S gz |
three blind mice, three blue mice,  three green mice, etc

aolS 95 S oslaiwl * o liw 95 ( WlolS 5l 9,3 (Sexiw> - Mol - o le ) phrase ;s 31 V>
136800 2wy 9 Slgo ol JS6S ¢ AsS gz |, "three * * mice" ,3I Mio «dguino 9w * (Sl

Three very tough mice

three colorful computer mice
Three Cerebellar Mutant Mice
three new artistic mice

Three Little Blind Mice

Three very Tough Mice

& etc.
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... Because the exotic pet industry is considered a business ... anything but a commercially
prepared diet (as USDA ... The lemurs were transferred to Wildlife Rescue and ...
www.bigcatrescue.org/lemur.htm - 13k - Cached - Similar pages
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special characters : control characters

control characters: special characters which comprise commands for defining the printed form of
a document
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n. symbol in an expression that can be replaced by the name of any element in a set.

n. a symbol in a mathematical or logical expression that may be replaced by the name of any
element of a set
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hot and spicy Search?

Advanced Search
Preferences

The "AND" operator is unnecessary — we include all search terms by default. [details]
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The latter query would include not only pages that talk about hackers but also sites that talk about hackers and
the snacks they might eat.
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GNU sl 3181 o 2 el o PTCP/P (slin 2™ (ol s ™ JSS5
Jeli (v S Sledss 03 57 0,53 (gl zebra.conf el kb ;| Zebra
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protocol: standard for dealing with data transfer

protocol: In networking and communications,the formal specification that defines the procedures
to follow when transmitting and receiving data. Protocols define the format, timing, sequence, and
error hecking used on the network.

aio 0,5 @ e 0,5 b 5l ply e aiwu culad 2l 1 suliwo routing - %
Routing: the process of directing packets from a network source node to the destination node.
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TCP IP (Transmission Control Protocol Internet Protocol)

protocol for controlling Internet communications, package of protocols which regulate connections
between computers and the Internet
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| -*- zebra -*-

!

! zebra sample configuration file
|

! $1d: zebra.conf.sample,v 1.14 1999/02/19 17:26:38 developer Exp $
!

hostname Router

password zebra

enable password zebra

!

! Interface's description.

!

linterface lo

! description test of desc.

!

linterface sit0

! multicast

!

! Static default route sample.

!

lip route 0.0.0.0/0 203.181.89.241
!

llog file zebra.log

A9 1395 yigaolS Sey 1 ) (SrismelS 5l (Lelild/ o/ wleMbl) (Jlasl/es)1iS,L/ sS) :Download - **
Sl oleMbl U35 (S 95 9 S295 LigaolS piamw W Sy S50 JigeolS piaw S 5l wleMbl Jlawl
03,8 wdly,s sl «s,liS)L asow
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YA A Coogle Search: "! Interface's description. "

! - |:|hu|:| [ fonwnegoog e, Lurrl."bHd.ll.h7r|uITI-lmh-l-EI‘IﬁrIr-&iH-UTF*Eﬁh:ﬁl’E-ul’r i Q' | -\_
: Web Images Groups News Froogle mores
G #L) T‘:‘ = - =y - % Advoncod Search
- ! Interface's description. l(_f_:e_.ill_:_cl!_' Proforances |
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%

% Rights restricted by copyright.

% See http://www.ripe.net/ripencc/pub-services/db/copyright.html
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